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Abstract. This paper proposes a scalable and credible watermarking algorithm
towards Scalable Video Coding (SVC) which aims to build Copyright Protection
System (CPS). Firstly, we investigate where to embed watermark to ensure it can
be detected in base layer as well as enhancement layer and what does wavelet Just
Noticeable Distortion (JND) for video consist of, then a model that combines
frequency masking, contrast masking, luminance adaption and temporal mask-
ing has been proposed. Finally whether watermark exists or not can be judged
by adaptive detection which guarantees the proposed method has a good legal
credibility, since its False Alarm Rate (FAR) closes to zero. The scalability and
credibility of the proposed method is examined on JSVM (the H.264/MPEG-4
AVC scalable video extension) platform.
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1 Introduction

Digital watermarking has been proposed as a solution to the problem of copyright pro-
tection of multimedia data in the complicated network environment. Especially in to-
day’s society, with the promotion of 3G wireless networks and popularization of mobile
devices, multimedia resources must be accessed by many different terminals, which re-
quires the source single multimedia stream to meet the varying terminal capabilities.
Thus, the scalable image and video coding is quickly employed to achieve this goal.
However, due to the scalability, the source video bits-stream can be decoded into differ-
ent resolutions, frame rates and qualities. There are many challenges for watermarking
in this sutuation. For example how to detect copyright information in every terminal
which has various spatial and temporal resolutions, and qualities.

For image, scaling attack, one of the classical attacks including Rotation, Scale and
Transform (RST), is still not solved well. Researchers usually design watermarking al-
gorithms by using some complicated models in Computer Vision (CV) domain to resist
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these attacks. Terzija [1] proposed a method based on Scale Invariant Feature Trans-
form (SIFT) to extract feature points, and embed some redundant information named
template to keep synchronization in case of attacks. Hae-Yeoun Lee [2] also proposed
a feature-based method, and in order to keep synchronization, some triangle patches
extracted by Delaunay tessellation are used to embed watermark. Jin 3] proposed a
content-based method which extracted invariant regions to embed watermark. In these
work, they just extracted invariant and robust region to embed watermark and did not
consider the characteristic of Human Visual System (HVS). Although these methods
provide some spatial scalabilities of image watermark, however, there are many issues
to be considered when applying these methods to video watermarking.

Recently, in order to meet the demand of video service providers for the scalable
video, H.264/MPEG-4 SVC extension [4]] emerged. As the video achieves scalability,
in order to provide a robust CPS, the scalability of watermarking technology is imper-
ative. An explicit notion of scalable watermarking appears in Piper’s paper [3] before
the advent of SVC, he just used different coefficient selection methods based on the
spread-spectrum scheme proposed by Cox [6]], and evaluated their robustness to quality
and resolution scalability. Later, Piper [7]] discussed that spatial resolution and quality
scalable watermarking can be achieved by exploiting the characteristic of HVS. About
the nature of scalable watermarking, Lu [8] stated that a scalable watermark should be
detected at every resolution and quality layer. Piper [7] then refined this definition and
claimed two properties of scalable watermark: detectability and graceful improvement.
The former means that the watermark should be detected in any layer except the content
is unrecognizable. The latter means that with the video quality improved, the watermark
detection will become more and more reliable. However, these algorithms were not de-
signed for SVC, and they did not introduced the concept of adaption detection into the
scalable watermark model. In this paper, we aim to solve that where is proper to embed
the watermark so that it can be detected in all layers and how to design the adaptive
detection that makes the method have a good credible in law.

As we known, invisibility and robustness are two contradictory aspects of water-
marking. General speaking, one can use the HVS models to make a tradeoff between
these two aspects. Some theoretical models of the HVS have been proposed. Zhang [9]
estimated JND for Discrete Cosine Transform (DCT) coeflicients of an image with the
major contribution of a new formula for luminance adaption adjustment and the incor-
poration of block classification for contrast masking. Jia [[L0] considered the temporal
contrast sensitivity function and the influence of eye movements, estimated the JND for
video in DCT domain. Wei [11]] refined the Jia’s model by considering the direction of
object’s movement and introducing Gamma correction to give more accurate results.
Once given a HVS model, then one considers how to utilize human visual model to
design more reasonable watermarking algorithms [[12/13!14]. Most exiting JND models
are implemented in DCT domain, but they lack scalability compared with DWT. Lewis
[[L5] proposed a IND model in DWT domain, where he proposed a model to evaluate the
optimum quantization step for each DWT coefficient according to psychovisual consid-
erations. Later, Barni [16] improved luminance adaption factor of Lewis’s model and
proposed to embed watermark into the detail subbands. Huang [[17] proposed a percep-
tual mask based on a Bradley’s Wavelet Visible Difference Predictor (WVDP) model
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[[L8]] for watermarking. Zolghadrasli [[19] improved the Barni’s model to embed the wa-
termark, but the method needed the original image to detect the watermark. Bouchakour
[20] stated that there are some incompatibilities between the HVS model decomposi-
tions and wavelet subbands, so Fourier transform was adopted based on his other work
[21] to estimate the JND for wavelet coefficients. However, all work mentioned above
estimated wavelet JND for image. In this paper, we propose an improved JND model in
DWT domain to achieve the scalable property by incorporating the stable JND model
in DCT to Barni’s model while the temporal factor is also introduced to estimate the
JND for video.

For the scalable watermark system, the key scalable property is that the detection
process should be scalable. In other words, the system can detect the watermark in all
different scalable bits-streams. As the quality of multimedia decreases, the correlation
between watermark and watermarked signal may be decrease as well. So, it will not
work effectively if the same threshold is used for every layer. However, if we use differ-
ent detective thresholds for different layers, the watermark system is required to transmit
some extra side information. One potential measure is that the detective threshold can
be adjusted adaptively according to the multimedia content, for example Barni’s work
[22]. In this paper, we also proposed a method to determine the detective threshold,
which is adaptive to each layer without knowing the embedding strength. That is to say
that we can not only estimate the threshold for every layer even every frame, but also
does not need to transmit any side information. At the same time, considering the ac-
tual needs of CPS, the FAR is always more costly than FNR. So a reasonable threshold
estimated to ensure the low FAR makes the proposed method more credible.

The rest of this paper is organized as follows. In Section 2, the proposed method will
be presented, the embedding space analysis, JND model in wavelet and the adaptive
detection, will be discussed step by step. Experimental results are illustrated in Section
3, and finally some conclusions are drawn in Section 4.

2 Proposed Algorithm

2.1 Embedding Space Analysis

It is well known that the essence of watermarking is “modify*. The embedder modifies
the host signal according to certain rules, and then the detector detects the watermark
based on the same rules. For the SVC, the key problem to be addressed is where and how
to modify the original signal, then whether other layers will follow the same pattern?
From Fig.[] it is obvious that the approximate subband has the same size and nearly
the same appearance with the CIF frame, except the luminance, because the wavelet
coefficients of the approximate subband are generally bigger than the luminance value.
Although they do not have the same value, we claim that there must be some relation-
ship between them. Fig. Dlshows the relation between these two parts. From Fig.[2] it is
observed that the approximate subband of 4CIF has a nearly linear relation with CIF.
For further analyzing the relation, we add 10 to each wavelet coefficient in the ap-
proximate subband of 4CIF and find that most of the data in CIF are increased by 5
as shown in Fig. [3l This is consistent with the linear correlation in Fig. 2l If we use
the spread spectrum method, the best result is that the detection strength will reduce by
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Fig.1. The original frame (left) is executed Discrete Wavelet Transform (the kernel is
Daubechies-8) to get approximate subband (middle), which has the same size and nearly the
same appearance with the down-sampling of the original frame (right)
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Fig. 2. Relation between the approximate subband of 4CIF and CIF. The red line is the result of
the linear fitting whose equation is ¥ = 0 4885X + 2 9879.

86 | 87 |90 | 88 | 87 | 90 | 90 | 87 91 | 92 | 95 |93 | 92|95 |95 |92
86 | 85 | B8 | 88 | 87 | 89 | 90 | 87 91 | 90 | 93 | 93 | 92 | 94 | 95 | 92
#0 |88 |88 |®o |28 |87 | %7 | 86 94 | 93 | 93 |94 |93 |92 |92 |91
90 |92 |93 |91 |o0|8s)90/93 95 | 97 | 98 |96 | 95 | 93 | 95 | 98
91| 95|99 | 96|93 918994 96 100|104 (101 | 98 | 96 | 94 | 99
91 |93 |98 |96 |94 |92 | 86 | 86 96 | 98 | 103 (101 | 99 | 97 | 91 | 91
89|87 |90 |89 | 90 | 90 | 87 | 86 94 | 92 | 95 | 94 | 95 | 95 | 92 | 91
89 |88 |88 | &7 | 88 | 90 | 92 | 95 94 | 93 | 93 (92 (93 |95 | 97 |100

Fig. 3. Changes of CIF before (left) and after (right) the approximation subband of 4CIF is added
by 10 (this is the 8 X 8 block of upper left corner)
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Fig. 4. Correlation when embed the watermark into the 1-layer approximation subband of 4CIF.
The left one is the correlation of 4CIF, the right one is the correlation of CIF.
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half after down-sampling. However, when using the random sequence as watermark,
we obtain an undesirable result shown in Fig. dl The correlation of CIF is a quarter of
4CIF’s. The problem lies in the watermark. The correlation detection is:

W C=W Ct+ta W W (1

where W is the watermark, C’ is the watermarked signal, C is the original signal, @ is
the strength. The result of Eq. (I) will close to @ based on the assumption that C is
independent with W. Extensive experiments indicate it is true for 4CIF, but for CIF, it is
not true. Because the watermark in the CIF is not W anymore, the watermark detection
in CIF becomes

W =W c+05 a W W 2)

where, 0.5 is generated by the linear relation in Fig.[Il As the watermark can be either
positive (+1) or negative (-1), so the extracted watermark at corresponding position of
CIF can be 1 or -1 which corresponds to its increasing or decreasing. In the experiments,
the correlation between W and W’ is 0.5, so final result of Eq. @) closes to 0 25 « which
is expressed in Fig. dl

We think the reason for that lies in the process of down-sampling. As we know, most
edge information lost during the down-sampling, thus for the goal of extracting more
common component from the approximate subband and CIF, 2-layer DWT is applied to
4CIF during the embedding process, and 1-layer DWT for the CIF during the detecting
process as well. Quantitative tests show that the correlation can be larger than 0.99 in
this case.

Though the watermark signals can achieve higher correlation in the approximate
subband by this process, experimental results show that the performance is instability
and obvious distortion. Extensive experiments and analysis reveal that tradeoff between
robustness and invisibility can be achieved by taking the middle subband as the embed-
ding space. And in order to avoid a large distortion, only one middle subband is selected
to embed watermark as shown in Fig. 8] so the length of watermark in each frame is
(Width Height)/16 in our experiments. It should be noted that 3-layer DWT can be
adopted if three layers exist after SVC, and so on. This is the unified method for SVC
baseline profile.

Fig. 5. In order to make tradeoff between robustness and invisibility, either / or /I is selected to
embed watermark if 2-layer DWT is adopted. Our experiments take the / as the embedding space.
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2.2 JND Model in the Wavelet Domain

The introduction of JND is another factor to achieve balance between robustness and in-
visibility besides the selection of embedding space. Experiments show that four factors
have effect on JND:

JND = FrequencyMasking ContrastMasking LuminanceAdaption F, (3)

where FrequencyMasking considers that the eye is less sensitive to noise in the detail
subbands, but more sensitive to smooth area in approximate subband. Some empirical
values expressed in Eq. 4] are used to represent the frequency masking factor of each
subband 119’ where [ is the resolution level, 8 is the orientation, as shown in Fig.
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Fig. 6. Sketch of the decomposition of an image in two resolution levels through the DWT
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ContrastMasking considers that the eye is less sensitive to highly textured areas and
edge areas, but more sensitive to smooth areas. This term can be analyzed from two
aspects. Firstly, texture information can be obtained from the detail subband, the local
mean square of the neighborhood is computed to avoid the impact of negative value;
Secondly, the local variance of the approximate subband represents the contrast in-
formation. We re-scale the wavelet coefficients of the approximate subband to 0~255
firstly and both of these two aspects are then computed in the 3 X 3 block corresponding
to the location (i, j).

L1 2 11 : )
- LYYy P
CM(L,i,)) = 16¢ [1’(3” (y Tt 2")]
k=0 0=0 x= 1y= 1 &)
varl v+ ' e !
arlle Y L1 Y 2L 11 xy= 10,1

where L is the layer count of DWT, it is 2 in our experiments, Var is the local variance.

LuminanceAdaption considers that the eye is less sensitive to noise in those areas
where brightness is low or high. The mean brightness in the 3 X 3 neighborhood in the
approximate subband is computed after they were scaled to 0~255:

Lo , .
c 1 ! J
L(l,l,J)=9Z2121()’+2L11’x+2L11) ©)

x= 1ly=1
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and then we obtain LuminanceAdaption as follow:

60 L(L i, j))/150 + 1 if L(l, i, j) < 60
LAQ i, j)=1{1 if 60 < L, i, j) < 170 (7)
(L(Li,j) 170)/425+ 1 if 170 < L(l, i, j)

F, is the temporal modulation factor which considers that the eye is less sensitive to the
areas where the objects move fast. As discussed in [[L1]], it can be computed as follow:

F,=107" 8

where f; is the temporal frequency which is composed by the product of three contribu-
tions: viewing condition, frame rate and move speed of the object.

fi=B fr MV 9

where MV is the motion vector of 3 X 3 block of the corresponding pixel. It should be
noted that this block lies in the approximate subband which has already been scaled to
0~255, B is the viewing condition computed as:

1
=2 t 10
p are an(z X Ry X Pich) (10)

R, is the empirical value 4, Pi,, is the height of frame.

3 The Adaptive Detection

The correlation between the watermarked signal and watermark can be computed as:
13
Corre= ; X(i) W) (11)

where _
X)) = X)) +w@) W3 (12)

where W is the watermark, X is the original signal and w is JND in the wavelet domain
computed in section 3.

The statistical decision theory is used in the watermark detection. And some reason-
able assumptions are made: X(i) and W(i) are independent and identically distributed.
By exploiting the central limit theorem, Corre is normally distributed as shown in
Fig. [7l where T represents the threshold, I is FNR, II is FAR. With the actual needs
of CPS, FAR is more costly than FNR. Therefore, we can use Neyman-Pearson crite-
rion to ensure the accuracy rate based on the low FAR.

As discussed in [22], we can further get that the mean value of non-watermarked
case is ¢ = 0 and the variance can be computed as

N

=0l Z E(X2()) + E () E(W™(1)) (13)
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Fig. 7. Distribution of Corre
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And FAR can be computed as:

1 foo 2 1 T
P, = e 1% dx = erfc( ) (14)
‘ \2no Jr 2 2o

For the goal of CPS, makes P, < 10 8, so
T=397 V20 (15)

By recalling EqI2] compute the expectation after squaring on both sides of equation
and then substitute the result into the EqI3

z -
M=

E ()~(2(i)) (16)

It can be unbiased estimate as:

S
I

=

=

E (X)) a7)

So the threshold can be estimated from the video content without any side information,
and more than that, it is self-adapted.

4 Experimental Results

In order to evaluate the performance of the proposed method, extensive experiments
are conducted with different test video sequences. In this paper, we only show a test
sequence 4CIF@30Hz SOCCER to illustrate the performance. The first 120 frames of
this sequence are used, and the JSVM (version 9.15) is utilized as the test platform.
The bit stream has GOP size of 2, and IntraPeriod is 4 (IBPB) and contains two res-
olution layers (4CIF and CIF). Five different QPs (26, 28, 30, 32, 34) are used in the
experiments. In the following, robustness and invisibility are mainly discussed.

The credible watermark must have two properties: the first is that if a signal is not
watermarked, the detector must not announce the watermark exists, in other words, the
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FNR is zero; the second is that if the signal is watermarked with W, the correlation be-
tween other sequence W’and watermarked signal must be lower than threshold, we call
this property as “exclusiveness®. In the following, the 3D figures demonstrate the per-
formance of the proposed method, it should be noted that we have tested 100 different
random sequences (with the seed from 0 to 99), and the real watermark with the seed
of 30. Fig. 8| shows the results when the watermark is not embedded into the host video
with different QPs. From these figures, the adaptive threshold mechanism gives a very
good result to ensure the performance of CPS. Fig.[9shows the results when the water-
mark is indeed embedded into the host video with different QPs. And the experiments
indicate that the watermark can be detected definitely if the watermark is indeed em-
bedded into the host video even resolution, frame-rate and quality have been decreased
as in these figures.

[tanriton
[

Fig.8. Results when non-watermarked. From left to right: 4CIF@15Hz, 4CIF@30Hz,
CIF@15Hz, CIF@30Hz. From top to bottom: QP=26, QP=28, QP=30, QP=32.

The experimental results show that the proposed method can ensure the FAR is zero
which provides good credibility in law. Although the FNR decreases as the QP in-
creases, the detector can still detect the watermark in every layer, which is one of the
properties of scalable watermark. And the FNR of QP=24 is higher than other situ-
ations, which prove it is graceful improvement. Moreover, the proposed method has
good “exclusiveness‘ which also has good credibility in law.

Fig.[8]-Plindicate that the proposed method exhibits excellent robustness, especially
for SVC environments. In addition, the watermarked video is of good quality. Fig.
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Fig. 9. Results when watermarked. From left to right: 4CIF@15Hz, 4CIF@30Hz, CIF@15Hz,
CIF@30Hz. From top to bottom: QP=26, QP=28, QP=30, QP=32.
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Fig. 10. The comparison results for PSNR between non-watermarked and watermarked

shows the PSNR curve of watermarked and SVC-coded video and non-watermarked
and SVC-coded video. The PSNR only reduced by about 0.5 dB after watermark being
embedded when the QP is 26. As the QP increases, the reduced PSNR value is mono-
tone decreasing. We think it is benefited from the selection of embedding space and
JND model in wavelet domain.

Fig. [Tl shows the FNR of every case. The FNR decreases as the QP increases, be-
cause the detail subband lose seriously as the compress-rate increase. On the other hand,
resulting in the FNR of CIF is higher than the 4CIF’s due to the down-sampling. It is
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ACIF_15Hz FNR ACIF_30Mz FNR CIF_15Hz FNR CIF_30Hz FNR

Fig.11. FNR of four cases, from left to right: 4CIF@15Hz, 4CIF@30Hz, CIF@15Hz,
CIF@30Hz

well known that, the compress-rate of B frame is higher than I and P frames, so the
FNR of 15Hz which is composed by I and P frame is lower than the 30Hz composed
by I, P and B frames.

5 Conclusions

In this paper, we propose a scalable and credible watermarking method which has three
contributions. Firstly, a unified method for SVC baseline profile to select embedding
space is proposed. It not only considers the scalability of watermark, but also the sta-
bility. Secondly, an improved JND model in the wavelet domain is proposed. It takes
four factors into consideration, and experimental results have proved its effectiveness.
Then, an adaptive detection method is introduced to ensure the credible of the proposed
method. The extensive experiments demonstrate that the proposed method has good
credible in law as well as good robustness and practical value.
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