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Abstract  The paper presents a novel video watermarking scheme called Adaptive Mapping Ener-
gy video Watermarking (AMEW) for copyright protection. The watermark is embedded in the
compressed domain and extracted directly from the bitstream without original video. In the pro-
posed scheme, we select a part of Integer DCT quantized coefficients to construct the embedded
space and embed the watermark into it by using Energy Mapping Function(EMF). During the
process of embedding, such three modules as Longest Common Sequence (LCS) module, Least
Modification(LM)module and Least Casting(LLC)module are used to adjust the watermarked bits-
tream to attain the least influence of coding efficiency(high video fidelity and compression rate) ;
re-synchronization strategy and watermark coding are used to guarantee the robustness of water-
marking. The experimental results indicate that the scheme has strong robustness to the attacks
such as re-encoding, frame dropping, frame rate changing and sharpening. The influence of the
coding efficiency is almost unnoticeable. Besides, high watermark payload and low time complexi-
ty are advantages of the scheme compared with XDEW at the same bit rate. At the end of the pa-
per, we will analyze the theory base and robustness of AMEW,

Keywords video watermarking; AMEW; EMF; re-synchronization; watermark coding

:2004- - :2005- - . (6033302 . ., »1979 ,
N . N . E-mail; ljwang@ vilab. hit. edu. cn; wanglijun (@ nuctech. com. .
s s s N N . s 51977 s ,
,1956 , s ,

, 1965


HIT
Note
增加一个项目号：
60472043


2005

1 Introduction

With the development of computer network,
copyright protection of digital products like video
and audio has become a hot research topic. Video
watermarking is an efficient technology to protect
the copyrights of digital video. Many watermark-

021 and fre-

ing schemes based on spatial domain
quency domain“®~* have been developed and can be
used both in image and video. Compared with im-
age watermarking, video watermarking schemes
should have their own characteristics such as the
robustness to compression and the frame opera-
tions (dropping, shifting etc) besides the qualities
of invisibility and robustness to image processing.
Video is always disseminated as a compressed
format, so a video watermarking scheme performed
in the compressed domain is necessary. Hartung'’
proposed a typical scheme in the compressed do-
main. They arranged a spread-spectrum watermark
with the same size as one {rame and divided it into
8 X 8 blocks. Each block is transformed by DCT
and added into the corresponding video DCT block.
Crosst! proposed the watermark was embedded in
I-frame with the proper payload computed by iden-
tifying the population of eligible VLC capable of
carrying the watermark. Actually, the scheme be-
longs to LSB methods in which the watermark is
substituted for LSB of VLC. Besides, the water-
marking schemes performed in the compressed do-
main include those embedded in the residual of mo-

tion vectorst®*

and in the facial parameters of
MPEG-4 bitsteam™". These video watermarking

schemes can gain low computational complexity or

improve the robustness to the compression, but they
are not resistant to some attacks such as re-encoding
and frame dropping. Lagendijk''" has developed an
algorithm called Extended Differential Energy Wa-
termarking (XDEW) in which the watermark was
The al-

gorithm is performed in the low bit-rate environ-

embedded in both I-frames and P-frames.

ment and has good performance on the robustness
to re-encoding. But it is complicated from a com-
putational standpoint.

This paper proposes a novel video watermark-
ing called Adaptive Mapping Energy Watermarking
(AMEW) performed in the standard H. 264 (JM
6. 2)bitstream. We define the media data space is
constructed by the quantized Integer DCT coeffi-
cients and the embedded space is a part of it. Every
coefficient in the embedded space corresponds to
one watermark bit and the value of the coefficient
represents the energy of the watermark bit. This
character of watermarking scheme gains it good
performance on coding efficiency and watermark
payload.

The rest of this paper is organized as follows.
In Section 2, AMEW algorithm is explained in de-
tail. In Section 3, the experimental results are
presented and the robustness of watermarking is
analyzed. In Section 4, the theory base of AMEW
is analyzed. Finally we present the conclusion of

our experiments in Section5.
2 AMEW algorithm

Video is a kind of media with a large data
space and they always exist at compression format,

so a blind video watermarking scheme in the com-
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pression domain is necessary. Our video water-
marking scheme is based on the compression do-
main and Fig. 1 shows the diagram of watermarking
system based on video compression. From Fig. 1,
watermark and raw video are input as the original
information, and the watermarked compressed vid-
eo and key are output after embedding process. In
the embedding process, the quantized step is used
to generate the key to guarantee the robustness to
re-encoding.

2.1 The embedding process

The embedding procedure is summarized as
follows:

(1) The selection of the data

For a luma block, we select Integer DCT quan-
tized AC coefficients before a cut off point(cut_off)
in zig _zag scanning order in a fixed scope (a <<
abs(x)<{b)to construct the embedded space. It is
well known that the more significant the coeffi-
cients are for an image, the more robust the water-
mark to be embedded in them is. The bounds of
the embedded space are arbitrary (in our experi-
ments, the coefficients whose absolute value is be-
tween 2 and 3 can be selected). The selected coef-
ficients construct Coefficient String(C_String) with
the size of N.

(2) The amount of embedded watermark bits
in one luma block(8 X8 pixels)

One selected coefficient corresponds to one
watermark bit, so the number of the coefficients in
the embedded space decides the amount of water-
mark bits. We can embed both fixed and arbitrary
number of watermark bits in one luma block. In
general, high fidelity and strong robustness can be
obtained in the fixed pattern, but the watermark
payload is low compared with arbitrary pattern. In
our experiments, we adopt fixed pattern to embed
a Group of Watermark bits(GOW) with the size of
M in one luma block.

(3) The partition of the range

We partition the embedded space into several
intervals and each represents a kind of watermark
bit. In our experiments, we divide it into two in-

tervals due to two kinds of watermark bits since

the watermark is a random sequence of 1 and —1.
(4) The modification of the data
We modify the first M selected coefficients by
using EMF as the formula 1.

X a<<abs(x)<c,w=1
Cs ctH1<a<<bhb,w=1
Flar— —c, —0=ax=<—(ct+1D,w=1
* T ct1<abs(x)<b, w=—1
—(c+1), —c<ax<—a,w=—1
c+1, c<a<<b,w=-—1

(D
Where x is the value of one coefficient, w is one
watermark bit, a and b are the bounds of embed-
ded space and ¢ is the partition point(in our experi-
ments, a,b and ¢ are 2,3 and 2).

In the process of embedding, the selected co-
efficients are modified according to the correspond-
ing watermark bits. If the first M coefficients in
the C_String can hardly match GOW, the fidelity
of the video and coding efficiency would be suffered
since more coefficients have to be modified. High en-
coding efficiency means high visual quality ( SNR)
and high compression rate(Bit Rate). The parame-
ters of SNR and BR are concerned with the Bit In-
creased Rate(BIR) and the number of modified coef-
ficients. To solve the problem., we adjust C_String
by using such three modules as L.LCS module, LM
module and LLC module as follows. The cost of ad-
justing represents the influence on the coding effi-
ciency. The modified C_String with least cost of
adjusting will be the ultimate embedded coefficient
string.

« LCS module

For the two random strings C _ String and
GOW, the longest common sequence is searched at
first by using Dynamic Programming in order to
modify the least number of coefficients. The other
coefficients that don’t belong to the LCS will be
cast away from the embedded space. Fig. 2 displays
the process.

From the Fig. 2, the number of modified coef-
ficients after LCS adjusting is smaller than that af-
ter directly modifying according to EMF. The cost

of adjusting is concerned with two parameters, the
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Caststring 1 4 1 —4

C_String: 2, -3, 2, -2, 3 3, -2, 2 -3 -3 2 —2

GOW: -1, 1, 1, -1, 1, -1, 1, 1

Adjusted C_String: 1,-3,2,-2,3,4,-2,1,-3,—4,2,-2,4

Fig. 2 The demonstration of LCS adjusting(M=8, N=13)

number of modified coefficients and the increased
bits.

As the experimental results show, the modifi-
cation of different values makes different influence
on the coding efficiency, and we gain the following
conclusion by testing four standard video sequences
(foreman, akiyo, news and silent) with 300 frames

(Fig. 3).

abs(x)=2 ————>abs(x)=1,SNR _~7 BR ™~
abs(x)=3 ————>abs(x)=2, SNR _—~7 B R ™~
abs(1)=2 ————>abs(x)=3,SNR ~__ BR —

abs(x)=3 ————> abs(x)=4, SNR B R

Fig. 3 The influence of coefficients modification

The upward arrow means the value increases,
the downward arrow means the value decreases and
the horizontal arrow means the value remains un-
changed. We call the weighted sum as the Cost of
Modified Number (cost _ MN ) by weighting the
amounts of every kind of modified coefficients(for-
mula 2)and then summing them.
cost_ MN=n2t01 X 0. 5+3t02X0.7+n4 1.3+

n3tod+nlro2 X 1. 1"—7’121‘,03><C$ﬁ< (2)
Where n2t01 represents the amount of abs(x) flip-
ping from 2 to 1 and the others are analogical.

After adjusting the coefficient string, the cod-
ing length of the block is calculated. The influence
on cost caused by the number of modified coeffi-
cients and increased bits is different. We design a
perceptual function to calculate the cost of LCS ad-
justing as follows:

LCS_cost=log,, (abs(LCS_LEN—ori_LEN))+
logy, (cost_MN) (3)
Where LCS_LEN represents the coding length of
the luma block after LCS adjusting and ori_LEN
represents the original coding length.
There exists another case that the length of

LCS is less than M. When the scenario occurs,

first we adjust the current coefficient according to
EMF, followed by searching LCS in the remnant
coefficients and watermark bits until the length of
LCS is equal to the length of the remnant GOW,

+ Least Modification module

From Fig. 2, the cost of adjusting a coefficient
from 2 to 3 is much higher than other adjustings.
So we attempt to prevent the situation by using the
following function(formula 4).
abs(x) =

abs(x), (abs(x)=28& &w=1) |
(abs(x) =38 &w=—1)
abs(x)—1, abs(x)=3& &w=1
abs(x) —1, abs(x) =2 &w=—18.& N >M'
abs(x)+1, abs(x) =28 &w=—18&N'<M'
D
Where x is the value of one coefficient, w is one
watermark bit, N” and M’ are the sizes of current
C_String and GOW,

After the coefficient string is adjusted, the
coding length is calculated. According to the for-
mula 2 and 3, the cost of LM adjusting is ob-
tained.

+ Least Casting module

It is possible that the matching degree is very
low (the worst case is every coefficient should be
modified to match to the corresponding watermark
bit). We design this module to diminish the cost of
modification.

In the process of watermark extracting, the
number of the selected coefficients in the embedded
space is inspected. If the number is no less than
M, the extractor will extract the watermark bits
from the first M selected coefficients, otherwise,
the block is considered to be unwatermarked. LC
module is used to cast some of selected coefficients
outside the embedded space to make the number of

coefficients in the embedded space less than M.
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If many luma blocks are cast, the watermark
payload will be affected. For the tradeoff between
the cost of modification and watermark payload,
we modify the formula 3 to obtain the cost of LC
adjusting as the follows:

LC_cost=log), (abs(LCS_LEN—ori_LEN)-+90)+

logy, (cost_MN) (5)
After the implementation of the three modules,
three kinds of cost can be obtained. The modified
coefficient string with least cost of modification is
selected(formula 6).

cost=min(LCS_cost,LC_cost, LM _cost) (6)
2.2 The extracting process

In contrast with the embedding process. we use
the following procedure to extract watermark bits,

(1) The corresponding Integer DCT quantized
coefficients are selected. If the number of the se-
lected coefficients before cut_off is no less than M,
their de-quantized values are calculated.

(2)We calculate the energy of one watermark
bit by calculating the corresponding de-quantized

coefficients values as the formula 7 and 8.

E,=Esign(abs(de_quanit(x))) 7
—, ct1<abs(ax)<b
Esign= (8
+, a<abs(x)<c
Where de _quant (x) represents the de-quantized
value of coefficient x, abs(x) represents the abso-
lute value of x, Esign(x) represents the sign of x
according to its absolute value, E, represents the
energy value corresponding to the Kth watermark
bit.

(3)The watermark bit can be obtained accord-

ing to the sign of the energy.
(1. E>0
wk{—l, E<0 9
Where W, represents the Kth watermark bit.

As the formulas show, the embedding energy
is enlarged to guarantee extracting watermark bits
exactly because the sign of energy will retain un-
modified even though some of coefficients value ex-
ceed its original scope during re-encoding.

A demonstration of the watermarking proce-
dure is displayed in Fig. 4 (the data in the figure

come from the experiments).

Original frame (176 X 144pixels, 9 X 11 MacroBlocks )
i

One MB (16 X 16 prixels)

One luma Block (8 X8 pixels, DCT)

EMEF parameters:
a=2; b=3; c=2
Embedding:

Selected sequence:

(2,-3,2,-2,23,3,-2,-2,-3)

Cut_off

-
Lumal | Luma2 4 Watermark bits:
Luma3 | Luma4 4 1 -11.1,1,-1,-1,1,1)
Chromal | Chroma2 | /| EMF adjust

/ /| «— Watermarked sequence:
Watermarked frame (176 X 144pifels, 9 X 11MacroBlocks)
i ne 'c/ (1,-3,2,-2,2,3,3,~2,-2,-3)
4.' I

Extracting:
Extracted sequence:
De-quant and Esign
De-quantization sequence: (—62,41,—41,41,62,62,—41,—41)
1 DEMF
Extracted watermark bits: (—1,1,1,1,—1,—1,1,1)

(1,-3,2,-2,2,3,3,-2,—2,—3)

Fig. 4

The demonstration of Adaptive Mapping Energy Watermarking
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3 Experimental results

We test the performance of AMEW in terms
of watermark payload, robustness and visual quali-
ty. We use H. 264 bitstream coded at 30fps, and

the spatial resolution of the video sequences in our

experiments is 176 X 144 pixels(QCIF). The water-
mark used in the experiments is a random sequence
of 1s or —1s generated by a key.

3.1 Watermark payload and visual quality

We compare the video quality with and with-

out watermarking as Table 1.

Table 1 The experiments results of 4 standard test sequences(300 frames. 30 {ps, cut_off=35, M=8)
parameters
sequence Asnry Asnru Asnro Totalbits Bit rate Total time Embedded_ BIR WBR
(db) (db) (db) (bits) (Kbps) (s) bits %) (bps)
. Original 38.79 42.23 43.95 3261856 328. 37 218. 408
Foreman_qcif
Wm(l: 1) 38.77 42.23 43.94 3277552 329. 95 227.689 2928 0.48116 294.76
Original 40. 19 42.99 43.62 1751176 176. 29 193.778
News_qcif
Wm(l:1) 40. 14 42.97 43.63 1764440 177.63 209. 255 3176 0.76011 319.73
X Original 39. 30 42.15 42.97 1833064 184. 54 208. 983
Silent_qcif ~
Wm(l: 1) 39. 24 42.13 42.93 1841386 185. 37 207.750 2296 4. 476 231.1
Original 41.72 43. 54 44.56 726968 73.18 191.128
Akiyo_cif
Wm(l:1) 41. 71 43.51 44,58 736928 74.19 198. 176 1736 1. 380 174.77

e Asnry, Asnru and Asnrv are the average of
PSNR of three chroma components, which weigh
the visual quality of the compressed video.

o Embedded _bits are the amount of water-
mark bits embedded in the video, which weighs the
watermark payload.

* BIR is Bit Increased Rate that weighs the
increased amount after watermarked.

BIR— watermarked_BR—original_BR

X100
original _BR %

(10)
Where watermarked _BR denotes the Bit Rate with
watermark and original _BR denotes the Bit Rate
without watermark. This parameter weighs the

effect of compression efficiency caused by water-

* WBR denotes the Watermark Bit Rate, which
weighs the watermark payload.

__watermarked_BR X Embedded_Bits
total _bits

WBR

X100 %

an

Where total_bits is the bits of watermarked video.
From Table 1, the coding efficiency of H. 264

is very high and the degradation caused by water-
marking is almost unnoticeable(the modification of
PSNR and BIR are very small compared with en-
coding without watermarking). BIR is limited in
5% and WBR can get the largest payload of 300 bps
(news, BR=177. 63Kbps). WBR can be large if
the parameters are set properly. Compared with
XDEW algorithm, MEW has better visual quality

marking. and higher watermark payload. The following fig-
50
409
30
20
10 —&— PSNR(dB)
0
0 15 30 45 60 75 90 105120 135 150 165 180 195 210 225 240 255 270 285
Fig. 5. PSNR of watermarked “Claire. yuv” video
40.05

2 40.00
T 39.95
ot

Z 39.90
£ 39.85

—— PSNR

39.80 . . - . N . . . n - -
50577 689.01 627.00 534,19 210.01 10064 31839 294.20 178.07 13161 10839 85.16 16.45
WBR(bps)

Fig. 6. PSNR at different WBR(News. yuv)
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<
T

BIR(%)
=
l

0 1 L ' 1 1 1 L 1 1 1 1
698.77 689.04 627.09 534.19 240.01 100.64 348.39 294.20 178.07 131.61 108.39 85.16 46.45

WBR(bps)
Fig. 7. BIR at different WBR(foreman. yuv)

ures show PSNR and BIR curves. In fact, there
is no law from the curves and the effect of PSNR
and BIR is different with different video. But as a
whole, PSNR is high and BIR is low.

3.2 The robustness of watermarking

As the experimental results prove, some non-
watermarked MBs are included and some embedded
MBs are cast during embedding when the water-
marked video is attacked by sharpening, frame
dropping, re-encoding etc. That is because the
embedded spaces of these MBs are modified. When
this scenario occurs, the synchronization between
embedding and extracting is destroyed. To solve
the problem, we use re-synchronization strategy
and watermark coding to guarantee the synchroni-
zation,
3.2.1 Re-synchronization strategy

Re-synchronization strategy includes re-em-
bedding and optimal retrieving strategies.

(1) Re-embedding strategy:

As the description of embedding procedure,
we embed a GOW in a luma block. For the contin-
uous P MBs, we embed the same GOW in every
luma block of them and these P MBs construct a
Group of Embedded MBs(GEMB). When one MB
is destroyed, GOW still can be extracted from oth-
er MBs in the same GEMB.

(2) Optimal retrieving strategy:

We define a parameter as Dependable GOW
(Dep_GOW)initiated by the correct GOW. For ev-
ery Current extracted GOW (Curr _GOW), the
Similar Rate between Dep_ GOW and Curr_GOW
is calculated as formula 12. We set the threadhold
as T. If SR is no less than T', the current MB with
the extracted GOW belongs to the current GEMB
and Dep_GOW is updated as formula 13; other-
wise, the following Skipped Number (Max SN)

GOWSs are extracted and compared each other,
then the most similar two of Max_SN GOWs are
found and the corresponding MBs belong to the
next GEMB.
SR = (Dissimilar_num) ~— Len(wm)
_(==T, Same
B <T, Different

Where Dissimilar_num denotes the number of dif-

(12)

ferent bits in the two GOWs and len(wm) denotes
the length of one GOW (M). In our experiments.,
we set T as 0. 75 to obtain good performance.
Dep_GOW=Dep_GOW+Curr_GOW (13)

Where Dep_GOW denotes the dependable GOW,
Curr_GOW denotes the current extracted GOW.

From the process described above, SR is the
criterion of segmenting GEMB:s.
3.2.2 Watermark coding

When the watermarked video is attacked, the
embedded space will be changed and the extracted
information will be incorrect. We encode the wa-
termark with Reed-Solomon coding due to its
strong ability of correction. In our experiments,
we set parameters of Reed-Solomon coding to cor-
rect at most 2 bits when 3 original bits are coded.
Strong robustness can be obtained by sacrificing
high watermark payload since the coded watermark
bitstream is much larger than original watermark
bitstream.
3.2.3 Experimental results

In Table 2, ABER denotes the Bit Error Rate
after re-encoding which weighs the robustness of
re-encoding(formula 14).

Error_bits

Embedded bits

Where Error_bits denotes the number of error ex-

QEY)

ABER= X 100%

tracted watermark bits.
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Table 2 The experimental results with and without R-S coding for the 4 standard test video sequences at the fixed

parameters Skipped_num=2,P=4(176 X144 pixels, 30{ps, 66 frames)

parameters
ABER(?
sequence Asnry  Asnru  Asnrv  Totalbits Bit rate  Total time Embedded_  BIR ABER ( ‘th(}fS) WBR
i
(db) (db) (db) (bits) (Kbps) (s) bits 73] %) W (bps)
coding)
. original 38.76 42.10 43.85 596504 279. 61 181. 312
Foreman_qcif
Wm(l: 1) 38.72  42.08 43.86 597880 280. 26 185.579 12 0.232 46. 67 0 5.625
Original 40.11 42.60 43.41 356704 167. 21 164. 456
News_qcif -
Wm(l:1) 40.04 42.60 43.41 358336 167.97 179. 369 15 0.4545 51.136 0 7.0312
. . Original 39.28 42.01 42.93 400488 187.71 165. 766
Silent_qcif
Wm(l:1) 39.22  42.02 42.91 403536 189. 16 175.925 12 0.7724 35.577 0 5.625
. Original 41.60 43.39 44.46 174592 81. 84 154. 373
Akiyo_cif -
Wm(l:1) 41.55 43.39  44.44 176336 82.66 176. 854 2 1.002 62.5 0 2.16
From Table 2, the effect of the performance point, Reed-Solomon code is very optimal to cor-

of encoding efficiency caused by watermarking is
very small compared with original encoding effi-
ciency and the robustness to re-encoding with RS
coding is very strong(ABER without RS coding is
much larger than that with RS coding). From the

rect most error bits and it can gain the optimal per-
formance if P is selected properly.

Table 3 shows the experimental results by tes-
ting four standard sequences with 300 frames at

fixed parameters.

Table 3 The experimental results for the standard test video sequences at the fixed parameters
Skipped_num=2, P=6, T=0.85(30{ps, 300 frames)

parameters

ABER(%) ABER(%)

sequence Asnry  Asnru  Asnrv Totalbits Bit rate Total time Embedded_  BIR (with RS (With RS WBR
1 .
(db)  (db)  (db)  (bits)  (kbps) () bits D) e coding and  (bps)
coding)  Side info)
. original 38.79 42.23 43.95 3261856  328.37 218.408
Foreman_qcif
Wm(l:1) 38.77 42.25 43.93 3284032 330.61 213.175 41 0. 6821 16. 67 2.43 4.1275
] Original ~ 40.19 42.99 43.62 1751176 176.29  193.778
News_qcif
Wm(l:1) 40.17 43.05 43.63 1762328 177.42 209. 240 40 0. 64099 50 0 4.0269
. . Original 39.30 42.15 42.97 1833064 184.54 208. 983
Silent_qcif _
Wm(l:1) 39.24 42.16 42.91 1838432 185.08 198. 478 29 0.2926 30 0 2.9195
Original ~ 41.72 43.54 44.56 726968  73.18  191.128
Akiyo_cif
Wm(l:1) 41.69 43.54 44.56 735560 74.05 184. 485 22 1. 1888 0 0 2.2148
From Table 3, with more I frames embedded, portant problem is generated that the number isn’t
the watermark payload is increased, but ABER be- easy decided since the number of selected MBs in

comes large. The inferior robustness to re-encoding
is because of the loss of the synchronization. As the
analysis about the loss of synchronization, additive
GOWs are extracted from the additive selected MBs
in test of “News_qcif” and “Silent _qcif”. If the
synchronization is guaranteed like the video se-
quence “akiyo_qcif”, ABER is very small. There-
fore, it is very important to guarantee the synchro-
nization.

One way is to embed fixed number of GOWs
in one I frame, and the watermark bits embedded

in different I frames are independent. But an im-

one I frame is random. If the number is too large,
it is possible that many watermark bits can’t be
embedded when there are not enough selected
MBs; if the number is too small, the watermark
payload will be decreased.

Another way is to use side information of wa-
termark. During retrieving watermark, we use o-
riginal watermark to generate the coded watermark
bitstream as embedding. Then, every extracted
GOW is compared with the correct embedded
GOW. If they are similar enough, the current MB
is the embedded MB. As the experimental results
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show(Table 3, ABER with side information is no
more than 3 percent) , the strategy can guarantee
the synchronization of watermark extracted. Fur-
thermore, the watermark payload will not be af-
fected.

When the watermarked video is attacked, the
synchronization between the embedding and ex-
tracting will be destroyed. Moreover, the effect of
synchronization is different with different attacks.

The following figure shows BER curves at the
attacks of re-encoding, frame rate changing, frame
dropping and sharpening (original video is com-

pressed at the quantized step of 27; re27 means the

video is re-compressed at 27 and rel0 means it is
re-compressed at 10; frame dropping and sharpe-
ning mean the video is de-compressed first, then
an arbitrary frame is dropped and all the I frames
are sharpened, finally re-compressed at 27).
Where non _ watermark curve represents the
BER of video without watermark. From the Fig.
8, BER is limited in 20 when the video is re-com-
pressed at quantized step of 27 and 10. BER is op-
positely large at first frames in dropping and sharp-
ening curves, but it is decreased when I frames are

increased.

80

BER(%)

{rames

frames

o mmmm Sharpening

dropping
——
re27

—_— = =

— = = — = non_watermarked

Fig. 8 BER at the attacks of sharpening, frame dropping and re-encoding(News. yuv)

4 The theory of watermark

4.1 Two theories about watermark payload

For a watermarking system, if we don’t con-
sider the video quality, the selected optimal addi-
tive template should be the remains carrier'*. The
watermarking system based on AMEW is an opti-
mal system because the embedded space is a part of
media data space and every coefficient in the em-
bedded space presents a watermark bit. For an op-
timal watermarking system, the watermark pay-
load is related with the capacity of the embedded
space. If the embedded space is the whole media
data space, we can achieve the max watermark
payload(the capacity of the media data space). But
at this situation, the fidelity is very low and the ro-
bustness of the watermarking system is very weak.
In our experiments, we select a part of media data
space as the embedded space. We divide the whole
media data space into three parts(Fig. 9).

The data in the remnant space besides the em-

bedded space don’t represent the watermark infor-

O

Fig. 9 The map of space distribution (I: Remanent Signal
Space; II: Remanent_Selected Space; III; Op-
timal Embedded Space)

[ shows, the

mation. As the dirty paper theory
capacity of the embedded space is not affected by the
other spaces. Once the video bitstream is generated
after encoding, the embedded space is decided.

We define five spaces:

(1) Signal Space: The whole media data space.

(2) Selected space: The space constructed by
the coefficients in a limited scope.

(3) Optimal Embedded Space (OES): A part
of selected space.

(4) Remanent Signal Space(RSIS): The rema-
nent part in the signal space other than the selected
space.

(5) Remanent Selected Space(RSES): The rem-
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anent part in the selected space other than the opti-
mal embedded space.

In our watermarking system, OES is obtained
by adjusting the selected space. OES will not be
affected if the data in RSIS flip, but if the data in
RSES and OES flip, it is possible that OES will be
changed. So it is important to search OES that the
possibility of modification of OES is little or the
hidden information can be extracted exactly even if
OES is modified. We adopt two strategies to re-
solve the problem. One is that we use Error Cor-
rection Code (ECC) to correct the extracted infor-
mation. The other is that we modify the bounds of
selected space and diminish the possibility of modi-
fying OES.

(1) ECC strategy

We use Reed-Solomon coding to code the wa-
termark and re-synchronization strategy to embed
the watermark. As the experimental results prove,
the performance of the robustness to re-encoding
is excellent.

When the loss of synchronization occurs, the
watermark can’t be extracted exactly even though
Reed-Solomon coding has good performance. We
embed the same GOW in the continuous P selected
MBs and there are M coefficients in every embed-
ded luma block to construct its embedded space.
As the analysis of the loss of synchronization, sup-
pose there are » MBs to be cast and & MBs to be
modified, which result the GOW can’t be extrac-
ted. Suppose the possibility of every coefficient
flipping is 1/2, the possibility of GOW being not
extracted is:

rew=(3) (2 ((3)

'm =LEN

M—m k

().

k=p—r (15)
Where LEN is the least number of error extracted
watermark bits that cause SR<CT. In our experi-
ments, T is set to 0. 75, M to 8 and P to 4, then
LEN is 6, the possibility of max P(r,%) is as fol-
lowing formula.

(%)“x ((%)ng((;gﬂ;;))ﬁ:o. 0003911, r=0

(16)

The possibility is very low, so ECC can ensure the
corrected extracted information.

(2)Update the bounds of embedded space
Strategy:

We use a key to update the bounds of embed-
ded space and cut_off point. In H. 264 bitstream.,
the range of quantized coefficients is large, so the
possibility of successfully modifying one coefficient
in OES is 1/max (level) if the attackers don’t
know the bounds of embedded space.

4.2 The time complexity of AMEW

The required time in which AMEW runs is
consumed almost by the process of embedding.
During embedding, MB is tested and adjusted to
embed watermark bits. The time complexity for
testing MB is linear. The time complexity for ad-
justing MB includes:

(1) The time complexity for LCS: O(n) (n is
the lengths of C_String).

(2) The time complexity for LM: O(n) (n is
the length of C_String).

(3) The time complexity for LC: O(n) (n is
the length of C_String).

In our algorithm. n is less than cut_off, so
the time complexity for adjusting MB is also line-
ar. From the experimental results, the increased
time for watermarking is very small compared with

original compression.
5 Conclusion

This paper presents a novel blind video water-
marking algorithm AMEW and the analysis of the-
ory. AMEW algorithm includes watermark coding
and bitstream adjusting, arbitrary embedding and
optimal retrieving. These strategies are used to
guarantee the encoding efficiency and the robust-
ness of watermarking. As the experimental results
prove, the performance of AMEW is very excellent.
The theory of watermark analyzes AMEW theory
base, watermark payload and the robustness to the
general attacks. From the analysis and experimental
results, AMEW algorithm has such advantages as
low time complexity, large watermark payload and

strong robustness to re-encoding. We only use



11

11

AMEW to embed the watermark in I frames, in
fact, P or B frames can also be used to embed more
watermark bits or improve the robustness of water-
marking. We use H. 264 compression standard to
test our algorithm and it can be used in other stand-

ards such as MPEG-2, MPEG-4 etc.
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