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Abstract

As watermarking is increasingly applied for a variety of
applications, various properties of watermarks, such as how they
respond to common signal transformations or deliberate attacks,
have become important concerns. In this paper, we propose a
new approach to embed watermark that is to modify the block
average in wavelet domain. If the watermarked image has been
attacked by geometric ways, we can figure it out by Zernike
transform and then retrieve it. It is turned out by experiments
that the method is not only robust to geometric attacks, but also
to JPEG and Checkmark attacks.

1. INTRODUCTION

Digital watermarking for multimedia has become one of
the widely used copyright protection methods due to the rapid
growth of multimedia technology. However, some attacks, such
as geometric attacks, may impede the watermark detection
without causing noticeable artifacts. To ensure resistance to
geometric attacks, some complex systems have to be designed: J'
Ruanaidh and T. Pun [12] are the first to suggest a
Fourier-Mellin transform based watermarking scheme to handle
geometric attacks, and improved by C. Y. Lin [13]. And Pereira
and Pun [4] proposed an approach to embed a template into the
DFT domain besides the intended watermark. Although moment
based image normalization has been used in computer vision for
pattern recognition for a long time [14], its use in watermarking
was first reported in [15] and improved by P. Dong [16]. And In
[17], Patrick Bas propose using feature points to against
geometrical attacks.

As discussed above, Watermarking in the frequency
domain is more robust than in the spatial [1, 12-17], because the
watermark information can be spread out to the entire image [2].

As to the frequency transform, there are DFT [4, 12, 13], DCT [5]

and DWT [8, 9]. However, embedding watermark in host image
by DFT is suffering from the JPEG attacks [4]. Although
embedding watermark in host image by DCT is more robust than
that of by DFT, the DWT has a number of advantages over the
DCT. With the standardization process of JPEG2000 and the
shift from DCT to wavelet based image compression methods,
watermarking scheme operation in the wavelet domain has
become even more interesting [3]. Therefore, we think it is
imperative to consider wavelet domain for watermarking
applications. In the viewpoint of frequency, the high frequency
area should be avoided for robustness while the low frequency
area should be avoided for fidelity. Recent work has focused on
developing methods for embedding watermarks in the middle
frequency range, because this is known to provide a good
trade-off between robustness and fidelity [2, 5, 6]. However, in
wavelet domain, it is not robust to the geometric attacks,
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especially to the rotation.

In this paper, a new method based on the wavelet and
Zernike transform is proposed to improve the robustness, and the
watermark will be embedded in the middle frequency. In the
second section, we discuss the Zernike transform and
demonstrate how this scheme is robust to geometric attacks. In
the third section, we detail the watermarking and extracting
process. In the fourth section, some experiments are carried out
to test its robustness.

2. THE BACKGROUND ON ZERNIKE TRANSFORM
2.1 Zernike moment definition

In [11] Zernike was introduced as a set of complex
polynomials which form a complete orthogonal set over the
interior of unit circle. Let the set of these polynomials be
denoted by V. (6y):

Vin(x:9)=V,,,(p,0) = R, (p) exp(jmb) )
where # is a positive integer or zero; m is a positive or negative
integer subject to constraints n-|m| even, and |m|<n; p is the
length of vector from origin to pixel at (x,y); @ is the angle
between vector p and X axis in counterclockwise

direction; R (p)is called radial polynomial, which is defined

as:
(n=m|)/2

) )
R ()= 3 (-1 (n=s)!
s![

e

These polynomials are orthogonal. Zernike moments are the
projection of the image function f{x, y) onto these orthogonal
basis functions. The Zernike moment of order » with repetition
mis:

5=0
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To compute the Zernike moments of an image, the center
of the image is taken as the origin and pixel coordinates are
mapped to the unit circle. The process of calculating the Zernike
moment is Zernike transform.

2.2 Rotation detection

Consider a rotation of an image in the amount of ¢, if the
rotated image is denoted by /', the relationship between the
original image and the rotated in polar coordination is [11]

S (p.0)=f(p,0-a) “)
It is that [11]:
If m=0, A =4, there is no phase difference between them.

If m# 0, according to equation (5), we can have:
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arg(4 )=arg(4, )+mo (6)
that is:

o = re4,,)"arg(4,,) )
m

which means that if an image has been rotated, we can compute
the rotation degree ¢ by equation (7). For example, we can
usually let m=1, n=1. arg(A/,) can be calculated by the rotated
image using equation (3). If we know the value arg(4,,) which
is recorded for each image, the rotation degree « can be
figured out.
2.3 Scaling detection

Let f(x/a, y/a) represent a scaled version of the image
function f{x, y). Then, the Zernike moment Aoo of f{x, y) and
A(;o of f(x/a, y/a), are related by [11]:

‘A(I)o |=a2|A00\ ®)

that is
a= ‘A60|/|A00| ©)
A'EO can be calculated from the attacked image. If we know the

value 4, which is recorded for each image, a can be

determined by (9). For a detailed description of rotation, scale
and translation invariant of Zernike moment itself, we refer the
reader to [11].

3. WATERMARKING AND EXTRACTING PROCESS

3.1 Discrete wavelet decomposition

The proposed scheme is explained by a gray image. Firstly,
a host image is decomposed by wavelet transform. The basic
idea of the DWT for a two-dimensional image is described as
follows. After the l1st-level decomposition, an image is
decomposed into four parts of high, middle, and low frequencies
(i.e. LL1, HL1, LH1, HH1 sub-bands). The sub-bands labeled
HL1, LH1, and HH1 represent the details of wavelet coefficients,
and LL1 stands for the coarse. To obtain the next coarser wavelet
coefficients, the sub-band LL1 is further decomposed. This
process can be repeated several times, which is determined by
the requirement of user.

Although LLI, HL1, LHI and HH1 have the same size, they
denote four parts of different frequency. Low frequency part LL!
denotes the coarse but the most important of an image, most
energy focuses in this band. In general, some small changes on
this part may lead to degrade image quality significantly.
However, HH1 is high frequency part which indicates details of
an image. Hence, common image processing will destroy or
impair this part’s coefficients severely. In view of them, we
select mid-frequency sub-band to embed watermark for the
tradeoff of these two aspects. The original image can be
reconstructed by IDWT from these wavelet coefficients.

3.2 Watermark embedding process

The schematic drawing of embedding watermark denotes as
Fig.1. Before the embedding process, the host image is
normalized to its nearer and larger standard sizes, such as
512512, 1024 %1024, 2048 x2048. And then retrieve its original
size after watermarking. For example, if the size of an image is
smaller than 5/2%512, it can be normalized to 5/2x512. if it is

Table 1 The correlation coefficients between the original image
and the retrieval

Scaling 0.3 04 05 | 075 0.9
factor
coefficients | 0.9940 | 0.9961 | 0.9974 | 0.9990 | 0.9993
scaling 1.5 2 3 5 10
factor
coefficients | 0.9994 | 0.9992 | 0.9988 | 0.9986 | 0.9987
larger than 57/2x512, but smaller than /024x1024, it can be

normalized to 1024 x1024, etc. This is because when an image is
enlarged and then zoomed back, the quality of an image changes
little which can be concluded from table 1 and it also comply
with the subjective standard. However, the subjective effect is
not so good when an image is scaled down and then enlarged
back, although the correlation coefficients between the original
image and the changed vary also very little.

The 1-th
stripe on HL1
0~7 lines
8~15 lines

LLI1 HLI
DWT
1 N 3(n-1)~8n-1 lines
Host image T
8~15 lines
LHI HHI
8(n-1)~8n-1 lines
a) b)
HL1 LHI
— | R R BT
The 1-th The 2-th The n-th The 1-th The n-th
stripe of I-ILI stripe of HL1 stripe of HL1 stripe of LH1 stripe of LH1
Compute
LT TT] Getagxs average
sub-image >

¢)
w()=0 n(i) is even
/ = di)=0
T n(i) is odd
wikl = i
<) d)
a) host image b) a sub-image
c¢) embed watermark d) extract watermark

Fig. 1 The schematic drawing of embedding
and extracting watermark

We use the middle frequency sub-band (HLI and LHI) to
embed the watermark for the tradeoff as shown in figure 1. Let
sum(i) denote the sum of the i-th sub-image:

sum(i) = ZW: i sub _image(i)(x,y) (10)

x=1 y=1
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where sub_image(i) is the i-th sub-image as shown in figure 1;
w, h is the width and height of sub _image(i) . Let average(i)
denote the average of sub _image(i):

sum(i)J (1)

average(i) = L 5
WX

And we define n(i), d(i) as:

(i) :[—“V”de(")J (12)
d(i) = 0 n(i) mod 2=0 13)
1 n(i) mod 20

where K is a factor for controlling embedding intensity to
enhance the robustness of watermark.

This method of embedding a watermark is to modulate the
average of some selected sub-images in HL/ and LHI. How to
select these sub-images will be discussed later. Let avemge’(i)

denote the average of the i-#h watermarked sub-image. We have:
average'(i) _ n(i).x label d(l) = W(l) (14)
(n(i)+1)xlabel d(i)# w(i)
where w(i) is the i-th bit of the binary watermark image. The
difference of sub_image(i) between the original one and
the watermarked is:
difference (i) = [average’(i) - avemge(i)] x(wxh) (15)
The modification of each wavelet coefficient in sub _image(i)
is:
WCValueChange(i) = [Mil (16)
wxh
And then we modify the value of each wavelet coefficient
in sub_image(i) to embed the watermark:

sub _image(i)(x,y) =
sub _image(i)(x,y)+WCValueChange(i)
for V(x,y)e sub_image(i)

Equation (14) means each sub-image average is modified
if d(i)# w(i) - This is achieved, for each coefficient
iNsub _image(i), by adding or subtracting WCValueChange(i) as
demonstrated in equation (17). That is to say that if
WCValueChange(i) is minus, it is subtracted from each

a7

coefficient ingybh image(i), and otherwise it is added to each
coefficient ingyb image(i)- After this process, n(i) will be an
even if w(i)=0 or an odd if w(i)=1.

The detailed process of embedding watermark:

1. Perform DWT to decompose the host image;

2. Divide the sub-bands HLI and LH1 of the host image into
stripes. Each stripe consists of 8 lines wavelet coefficients as
shown in figure 1. Then reorganize these stripes as a vector and
divide them into sub-image/block, and number each component.
Each sub-image is of wxh, for example, §x8 here. If the host
image is 5/2x512, HL1 and LH1 will be 256 %256, and then we
will have 2048 blocks.

3. Compute the average of each block.

4. Convert the watermark image into an array of bits. If the
watermark is 32 %32, the number of bits is 1024.

5. Select 1024 blocks by a key from those 2048 blocks in
HLI and LHI.

6. Modulate the averages of these selected 1024 blocks
according to the watermark bit.
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7. Perform IDWT to obtain the reconstructed image.

3.3 Watermark extracting process

Before the extracting process, the watermarked image is
also needed to be normalized to its nearer and larger standard
size. If it has been scaled, we can retrieve it using the factor
computed by Zernike moment as discussed in section 2. The
watermark-detecting process is to perform DWT and decompose
the image to get the sub-bands HL! and LHI, and then divide
them into sub-images like embedding process referring to figure
1. Using the key, the same as embedding process, we can pick
out those watermarked blocks, and then calculate the
averagen"(i) Of these 88 sub-images to get »'(i):

n'(i) = round (—averagen (l)j (18)
K
Then we can get d'(i) just like equation (13):
/(i) = 0 n'(i') mod 2=0 (19)
1 n'(i) mod 20

and we have the extracted watermark w'(i)= d'(i).

In the figure 2, Lena is used as a host image and a 32x32
binary image as a watermark. The watermarked image and the
extracted watermark are also shown in the figure 2, where X is
set to 15 and the resulting PSNR is 41.3dB.

MR MR
a) b) 5) d)

a) host image b) watermark
c) watermarked image d) extracted watermark
Fig.2 Embed watermark into host image

4. EXPRINMENT RESULTS
To test the robustness of this algorithm, several attacks,
such as geometric attacks and Checkmark attacks, are used to
temper the watermarked image. And then extract watermark
from these attacked images. We use R to denote correlation
coefficient between the original watermark w(m,n) and the
extracted watermark w’(m,n):

i i w(m, n) & w'(m, n)
R — m=1 n=1

\/[z S Wi, mj \/[z 3 [, m]zj

(20)

m=1 n=1 m=1 n=1

4.1 Rotation attacks
Table 2 Rotation attacks

degree 30° 45° 60° 120°
correlation | 0.9214 | 0.9090 | 0.9146 | 0.9209
degree 150° 200° 240° 300°
correlation | 0.9142 | 0.9390 | 0.9148 | 0.9137

If the watermarked image has been rotated, we can figure
out the rotation degree ¢ by equation (7). Then we re-rotate
the watermarked image with the degree —¢ , and the embedded
watermark can be detected. Table 2 lists the correlation
coefficients between the original watermark and the extracted
watermark in the case that the watermarked images are attacked
by rotation. The reason that correlation coefficients in table 2 are
smaller than 1 is due to the interpolation and cropping during the
rotation attacks as shown in Fig.3 a).



4.2 Scaling attacks

If the watermarked image is tempered by scaling, we can
detect the ratio by equation (9) as demonstrated in section 2. And
then we can retrieve it. Table 3 lists the correlation coefficients
between the original watermark and the extracted watermark in
the case that the watermarked images are attacked by scaling.
From this table, the proposed method can detect the embedded
watermark successfully when the ration is 0.4, although the
image quality decreases severely. While the scheme, proposed in
[4] to resist scaling, can detect the watermark successfully in the
range 0.75 to 2, but fails when the image is scaled smaller than
the factor 0.5.

Table 3 Scaling attacks

factor correlation factor correlation
0.9 0.9876 1.5 0.9902
0.75 0.9861 2 0.9479
0.5 0.8991 3 0.9379
0.4 0.8617 5 0.9402
0.3 0.7631 10 0.9430

4.3 JPEG compression attacks

Table 4 lists the correlation coefficients between the original
watermark and the extracted watermark in the case that the
watermarked images are attacked by JPEG compression. From
this table, the watermark is still extracted successfully even by
the quality 10.

Table 4 JPEG compression

Jjﬁfy Ours | Cox [2] | Podilchuck[7] | Zhang]8]
60 1 0.75 101 118
40 1 0.67 0.89 1.02
10 | 0.8958 | 032 0.51 0.58

4.4 Checkmark attacks

This method was also tested with respect to non-geometric
attacks (the latest version 1.2) provided from Checkmark [10]
and compared to those of other methods (Table 5).

Table 5 Checkmark (5 images, 235 attacks, Non-geometric)
Ours Cox[2] Joo[9] Xia[10]

91% 90% 93% 84%

In figure 3, a watermarked image is attacked by geometric
ways, while a) is rotated by 45° and c) is scaled down 0.5 time; b)
is the detected watermark after a) is re-rotated; d) is detected
after ¢) is enlarged to 5/2x512.

AR O AR
b) c) d)

b) extracted watermark

a)
a) rotate 45°
c) scaled 0.5 times  d) extracted watermark
Fig.3 RST attacks

The robustness of this proposed method against scaling,
JPEG and Checkmark attacks is suggested that the modification
of blocks average to embed watermark in wavelet domain
contributes to it. The key, which used to select blocks in
sub-bands AL/ and LH] for embedding and extracting, makes it
difficult to remove the embedded watermark. It can ensure the
security and robustness of the embedded watermark.
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5. CONCLUSION

In this paper, we propose a new approach to embed
watermark that is to embed the watermark in block average of
wavelet domain. If the watermarked image has been attacked by
geometric ways, we can figure it out by Zernike transform and
then retrieve it. It is turned out by experiments that the method is
not only robust to geometric attacks, but also to JPEG and
Checkmark attacks. However, in order to detect the geometric
attacks, such as the rotation degrees and the scaling factors, two
parameters, A and arg(4,,) of each watermarked image has

to be recorded. In our future work, we will try to eliminate this
dependency on the original image’s characteristic to decrease
storage data.
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